Mississippi Department of
Information Technology Services

Appropriate and Acceptable Use of | T Facilities and Resources

ITS is dedicated to providing the best possibleiserto its customers and is committed to
ensuring that the information systems resourcéseoState and ITS are used appropriately for
the purposes they are intended.

This policy governs the use of all computers, compbased communications networks, and all
related equipment administered by ITS. A user fdd as any person employed by ITS, which
includes full-time, part-time, temporary, contraotployees, persons who are employed by
contractors or subcontractors of ITS, and any atigividuals who are authorized to use agency
information systems. The electronic communicatiang facilities of ITS are the property of the
State andby using these facilities the user acknowledges consent to abide by this palicy.

These facilities and resources are to be useddta business purposes. The user should be
aware that any communications or use of the IT&méation systems resources are not to be
considered private or confidential and can be nooed at any time. No encryption should be
utilized for any purpose without prior written appal of a Division Director. All users are
hereby notified that system security features abloyw messages or usage to be monitored and
archived regardless of passwords and messageotsletind computer use is subject to search
and monitoring at any time. Access can be tracet o the individual.

SOFTWARE:

» Software—including but not limited to Internet ddeads, utilities, addiRs, programs
(including shareware, freeware, and Internet aceelfware), patches, upgrades, or clip-art—
shall not be installed on any desktop, notebookg®al computer (PC), or server by anyone
other than a representative of the Web Applicatiod LAN Leaders (WALL) unit of ITS,
without notification to the WALL team via e-mail &SSIST ticket. All software purchased
for use on ITS equipment must be approved in vgiby the WALL team. The agency’s
network contains software that performs an invgntdreach PC on a regular basis to ensure
compliance with this rule.

* There are to be no games on any desktop, PC,\@rsarany time for any reason.

* Software owned or licensed by ITS may not be cofmealternate media, distributed by e-
mail, transmitted electronically, or used in itggoral form on other than ITS PCs without
express written permission from the WALL team. tihaase is the license agreement or
copyright to be violated.

» Standard software is to be used for all internatfions. Approved non-standard software is
only to be used to interface with customer or vemmganizations when they require the non-
standard software.

» Software licensed to ITS is to be used for itsridtd purpose according to the license
agreement. Employees are responsible for usirigyad in a manner consistent with the
licensing agreements of the manufacturer. Liceggeements are maintained by the WALL
team.
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HARDWARE:

All PCs, workstations, printers, add-cards, memory modules, and other associated
equipment are the property of the State of MigsBsand should not be used for purposes
other than State business. No changes, modificatadditions, or equipment removals may
be done without prior notification to the WALL tearia an ASSIST ticket.

Except notebook PCs used in daily offsite workjnformation systems equipment should be
removed from ITS premises without the permissiothefemployee's supervisor and/or
Division Director. Each division has internal gelides as to how this permission is to be
received. Inthe event equipment is to be off psemfor any longer than one work week,
the employee responsible for the equipment muwestfivritten hand receipt with the ITS
Property Officer.

Laptops and projectors are available for checkguriyone in the agency, via policies and
procedures coordinated by the WALL team.

PRACTICES:.

No materials are to be disseminated in any manherhas derogatory to any person or
group, obscene, racist, sexist, harassing, or siferbased on color, religion, creed, national
origin, age, or disability.

System identification codes and passwords aréhfouse of the specifically assigned user
and are to be protected from abuse and/or use doythiorized individuals.

All diskettes, e-mail attachments, and executabieg messages are automatically scanned
for viruses using the virus detection softwareahst on all ITS computer workstations that
have been configured by the WALL team. If an erppibhas made any configuration
changes to his/her workstation, even with the agdrof the WALL team, it is his/her
responsibility to ensure virus protection prioofeening/executing diskettes, e-mail
attachments, or executable e-mail messages.

Like all ITS information systems resources, Intéaeress and e-mail are for work-related
use. Access and sites visited can and will be rooettat the user level.

Employees may not use ITS information systems megsgufor soliciting, personal financial
gain, partisan political activities, or further signinating “junk” e-mail such as chain letters.
Information contained on the agency network andckatations is strictly proprietary to the
State of Mississippi and ITS. Copying or dissemitgaainy of this information for any
purpose other than state business is strictly pitau. Access to this information must be
considered confidential.

Employees are expected to report violations ofpbigcy which he/she observes to his/her
supervisor or, in the event that the violation iwes the supervisor, the Internal Services
Director. Likewise, if he/she is a witness to alaimn he/she is required to cooperate in any
investigation of the violation.

There may be extenuating circumstances requiricgpions to this policy and the
addendum including work emergencies, safety is®tes,that can be reviewed on a case-by-
case basis by the ITS Executive Director. This tygseew will be the exception and will not
be routine.

CONSEQUENCES:

Any user who knowingly and willingly violates thi®licy is subject to discipline up to and
including termination from employment. Furthermdrethe event of an illegal activity, the user
will also be reported to the appropriate law endoment authority.
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If an employee has any questions regarding thisyol any situation not specifically addressed
in this policy, the employee should see his/heestipor, Division Director, or the Internal
Services Director.

REVISION:

This policy is subject to revision. ITS will adedely post revisions, but it is the user’s
responsibility to ensure that his/her use of th® €bmputing and communication resources
conforms to current policy.

ADDENDUM 1 TO APPROPRIATE AND ACCEPTABLE USE OF IT FACILITIES
AND RESOURCES: L AND BASED TELEPHONE USAGE

The establishment of this policy and procedures thet standards for the usage of office
telephones and land-line telephone services begriiy@oyees of ITS.

|. Scope of Policy

No employees of ITS may directly or indirectly useallow the use of, ITS property of any
kind—including property leased to ITS—for otherrtefficially approved activity. In addition,
employees shall protect and conserve ITS propetiyding land-based telephone equipment,
facsimile devices, and teleconferencing equipniemployees are hereby notified that ITS will
enforce this policy through a variety of methodd aray monitor use of telephone equipment to
assure compliance.

1. Procedures

» Generally, telephone devices should be used fairtegge state business only; however,
brief and occasional personal use is acceptabtsoRa use of the phone system(s) and
other land-based telephone devices, where permistadprivilege, not a right. As such,
use should be limited.

» Personal use of telephone equipment should notdefiee conduct of state business;
only an incidental amount of time, time periods pamnable to reasonable coffee breaks,
should be used to attend to personal matters.

» The privilege may be revoked at any time and for@ason. Abuse of the privilege may
result in appropriate disciplinary action.

* Employees should not make personal calls where caithare charged on a usage basis,
including long distance and state calling cardsutth calls are made in an emergency,
employees are responsible for reimbursing ITS fyrlang-distance personal telephone
calls or personal calls billed to a state calliagdc Failure to make prompt
reimbursement may result in appropriate disciplirastion and/or loss of telephone
privileges.

» Confidential information regarding official busirseshould be transmitted from a secure
environment. Business facsimile transmissions shimdlude a confidentiality notice to
limit delivery and distribution.

» Each employee is responsible for all long distaetsphone calls made with the
employee’s authorization code and/or calling c&mployees should keep a record of
calls made and verify each call from the call detait accompanies the monthly
telephone bill from ITS Telecom Services. The emplds signature on each page of
their telephone bill validates both that the empkynade all the calls listed and that all
calls were work related.
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ADDENDUM 2 TO APPROPRIATE AND ACCEPTABLE USE OF IT FACILITIES
AND RESOURCES: WIRELESS COMMUNICATIONS POLICY AND PROCEDURES

The establishment of this policy and procedures thet standards for the usage of wireless
communications devices by the employees of ITS.

|. Scope of Policy

All employees of ITS may not directly or indirectige, or allow the use of, ITS property of any
kind—including property leased to ITS—for otherrtefficially approved activity. In addition,
employees shall protect and conserve ITS propietiyding wireless communications
equipment. Wireless communications equipment ireduzkllular phones, personal digital
assistant devices, and standard and two-way paggevsell as any similar devices that perform
some or all of these functions. Employees are lyemekfied that ITS will enforce this policy
through a variety of methods and may monitor ussigfless communications equipment to
assure compliance.

1. Procedures

*  Wireless communication devices shall be used fiititeate state business only. Use of
an ITS-provided cellular phone for personal calés/mesult in appropriate disciplinary
action and/or the loss of the use of the phone.

» Before a wireless communication device is provittedn ITS employee, the ITS
Executive Director must certify in writing the nefed the device and associated service.
No employee may have more than one wireless conuation device assigned and paid
for by ITS.

» Each employee is responsible for working with res/upervisor to determine the most
cost-effective communication device and/or serfacea given role. In order to make this
determination, each employee is responsible fonkmgp the details of the wireless
communication service plan utilized by that emphyiecluding unit costs and any
monthly service caps. Each employee is responfbleviewing and certifying billings
for the device and service utilized and for assestie need for any change in usage
patterns and/or plans based on actual utilizatirmhcast.

» Employees must be aware that cellular phone catliags are selected based on the
number of minutes required for the employee to aohdtate business. Package minute
plans are not to be construed as free minutes r@nalod provided for personal use.

» Detailed call billing must be provided for all I''c®llular phone accounts, and all billings
are considered public records subject to disclognder the Mississippi Public Records
Act.

» Each employee is responsible for verifying the eypé’s billing details monthly and
indicating by signature that the billing is corrgtiat all calls were work-related, and that
the calling plan is still appropriate to the emp@eis business needs.

» ITS shall not reimburse employees for any chargegersonal wireless communication
devices.

* Employees should be aware that cellular phonernesssons are not secure
transmissions. Confidential information regardirfifical business should be transmitted
from a secure environment

* Any ITS employee assigned a wireless communicatexice must indicate his/her
concurrence with this Wireless Communications Radicd Procedures in writing. This
written concurrence shall be maintained in the eyg®’s personnel file.
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